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New Bill Introduced: 

The Health Infrastructure Security and Accountability Act 
of 2024 (HISAA) is a legislative measure designed to 
enhance cybersecurity across the U.S. healthcare sector. 
The bill addresses the growing threat of cyberattacks, 
including ransomware incidents targeting hospitals, 
healthcare providers, and business associates handling 
sensitive patient data. 

Health Infrastructure Security 
and Accountability Act of 2024
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Proposed Requirements
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HIPAA Security Rule: 
Proposed Changes
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Understanding Reproductive 
Health Privacy Rules
 When Did This Start?

    The HIPAA Privacy Rule to Support Reproductive Health Care Privacy was finalized on April 22, 
2024, by the Department of Health and Human Services (HHS) and the Office for Civil Rights 
(OCR).

• Final Rule Issued: April 22, 2024
• Effective Date: June 25, 2024

    This timeline reflects a rapid regulatory response to concerns that personal reproductive health 
data could be misused, particularly following the overturning of Roe v. Wade in June 2022, which 
led to varying state laws regarding reproductive rights.

 Why Was This Put in Place?
    The rule was created to address growing concerns about the security and use of reproductive 

health data in a rapidly changing legal landscape.
• Protects Sensitive Reproductive Health Information
• Prevents Unauthorized Data Disclosures
• Strengthens Patient Privacy Protections

 The Bottom Line
    This rule was introduced to ensure that reproductive health information remains private and 

protected, particularly in states with conflicting laws. Patients, providers, and business   
associates must now follow stricter guidelines to avoid unauthorized data sharing.



HIPAA Privacy Rule Final Rule to Support 
Reproductive Health Care Privacy

Prohibition: Covered entities and business associates cannot use or 
disclose PHI for investigations or legal actions related to reproductive 
health care that is lawful under state or federal law. 

Presumption of Lawfulness: When a covered entity receives a request for 
PHI related to reproductive health care, the law presumes the care was 
lawful unless the requester provides substantial evidence proving 
otherwise. 

Attestation Requirement: Before disclosing PHI for oversight, legal, or 
law enforcement purposes, covered entities must obtain a signed 
attestation confirming the information will not be used for prohibited 
investigations. 

Notice of Privacy Practices (NPP) Updates: All Covered Entities must update 
their NPPs to reflect new federal reproductive health privacy protections.

Key Federal Compliance Requirements



HIPAA Privacy Rule Final Rule to Support 
Reproductive Health Care Privacy

 Montana voters approved a constitutional amendment
In November 2024, Montana voters affirmed the right to abortion, 
strengthening state-level privacy protections for reproductive 
health care.

This reinforces Montana’s long-standing legal precedent that 
reproductive health decisions are protected under the state’s 
constitutional privacy clause.

 Montana’s law aligns with the new HIPAA reproductive health 
rule

Montana’s legal framework supports and complements the new 
HIPAA rule on reproductive health privacy.

Providers and business associates must comply with both federal 
and state laws, ensuring reproductive health PHI remains protected.

Key State Compliance Requirements



Understanding 42 CFR 
Part 2 Changes
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Regulatory Changes: 
SUD Patient Records

www.medcurity.com



Review & Update Privacy Policies
Train Staff on New Privacy & Disclosure Rules
Update Notice of Privacy Practices (NPP)
Ensure Proper Patient Consent Forms Are Used
Implement Updated Breach Notification Procedures
Review Business Associate Agreements (BAAs) 
Integrate SUD & Reproductive Health Records into EHR (If Applicable)
Develop Procedures for Attestation & Legal Requests
Monitor State & Federal Privacy Law Updates
Conduct Regular Security & Privacy Risk Assessments

What Can I Do to Make Sure My 
Organization Is Compliant?
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OCR Settles HIPAA 
Security Rule 
Investigation with USR 
Holdings, LLC January 8, 2025

“Healthcare entities need to ensure 
that they are proactively monitoring  
who is in their information systems, 
and that they have backup 
procedures in place  to be able to 
create exact copies of the 
electronic PHI  they hold, in the event 
health information is held for ransom 
or deleted.” 

MELANIE FONTES RAINER
OCR DIRECTOR 



Essential: Cybersecurity 
Performance Goals 
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Enhanced: Cybersecurity 
Performance Goals 
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Security Measures that Help Reduce RIsk

INTERNAL EXTERNAL
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Recommended Actions 
for Protecting Against 
Breaches
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Measures That Can 
Help Mitigate Risk
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Security and Risk 
Management is an 
Ongoing Process
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Ready to conduct your annual 
security risk analysis?

CONTACT OUR TEAM

www.medcurity.com

Get in Touch



Thank you!

Any Questions?

meln@medcurity.com



Upcoming Events
Navigating the 2025 HIPAA Security Rule Proposed Changes

As healthcare technology evolves, so do the regulations that govern patient data protection. Join Online 
Business Systems for an in-depth webinar with Adam Kehler from Online Business Systems that explores 
the proposed changes to the HIPAA Security Rule in 2025. Whether you are a healthcare provider, IT 
professional, or compliance officer, this session will provide the latest updates on how these changes will 
affect your organization's security practices and patient data privacy.

Wednesday, March 12th at 11:00 a.m. REGISTER

https://us06web.zoom.us/meeting/register/TFjOzUjJQAen2uWya3nK9A






Presentation Title

2025 Montana
Policy & Issues

Helena, MT
March 18th 6pm – March 19th 5pm

https://cvent.me/3e1BOPTwo ways to register! 

https://cvent.me/3e1BOP
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